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Learning Community Objective
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The eHealthDC EHR Data Quality Technical Assistance learning communities are 

designed to promote knowledge sharing amongst participants and will require 

ongoing interaction and active participation among attendees.​



How to Engage

● Use Chat to share questions and 

comments with the group

● Use Raise Hand function for 

questions or comments to share 

with the group

● Cameras on are encouraged for a 

more interactive and engaging 

experience 
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Introducing the eHealthDC Team
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Defie the Core Dimensions of Data QualityOur Vision: A future where high-quality data is 
captured, shared, and used to drive coordinated, 

efficient, whole-person care.

Our Mission: To deliver integrated, tailored 
EHR and HIE technical assistance that equips 

providers with the knowledge, skills and 
confidence to capture accurate, high-quality 
data, enable seamless and secure exchange, 

and use information to improve care delivery.



New Digital Health TA Program Opportunity
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Free Technical Assistance available to improve EHR data 

quality, strengthen data exchange with CRISP DC and 

integrate HIE tools into daily workflows.  

Complete the Interest Form or reach out to contact@e-

healthdc.org and we’ll be in touch!

https://forms.office.com/pages/responsepage.aspx?id=GIOE_G4PGEOimZwu44A-1LEo4XBCCJ5FvnUdoPY1UbxUQUFPQUI4TFdLVVdZUk0zQkhTNUhOVVBRWi4u&route=shorturl
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Learning Objectives

1
Provide basic, high-level knowledge of the most common types of cybersecurity threats —
including new AI-powered attacks

2
Bring attention to habits and behaviors we all can employ to minimize the risk of cyberattacks 
and better protect sensitive patient data in your EHR

3
Review HIPAA regulatory requirements — Privacy Rule, Security Rule, and Breach Notification 
Rule — to maintain compliance with Federal mandates

4 Provide practical tools,tips and resources to help your organization build a culture of security



What is a cyber 
attack?
“A cyberattack is any intentional effort to steal, 

expose, alter, disable, or destroy data, 

applications, or other assets through 

unauthorized access to a network, computer 

system or digital device” - IBM
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Cyber Incidents Hitting Close to Home: DC/MD/VA

MedStar Health (2016)

~$1M+ Recovery

Ransomware shut down 10 DC-area hospitals. MedStar refused to pay ransom; recovery 
costs exceeded $1M with weeks of paper-based operations.

Prince George’s County Health 
Dept. (2023)

Cost Undisclosed

Phishing attack exposed ~50K patient records including SSNs. Financial remediation 
costs not publicly disclosed; breach notification and credit monitoring added significant 
expense.

Inova Health System, VA (2020)

$3.9M Settlement

Third-party vendor breach exposed 1.5M Northern Virginia patients’ records. Inova 
settled a class-action lawsuit for $3.9M — a reminder that vendor risk is your risk.

DC Health Link (2023)

$6M+ Response Cost

Breach exposed data of Congress members and staff, triggering Senate hearings. DC 
Health Benefit Exchange Authority spent $6M+ on investigation, remediation, and credit 
monitoring.
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Impact and Consequences of a Cyberattack

Direct Patient Care

• Medical devices stop working or 
are corrupted

• EHR records — prescriptions, 
diagnoses — become 
inaccessible or lost

• Forced to use temporary paper 
systems causing delays and 
errors

• Payment systems go down

Practice Impact

• Ransom payments, lawsuits, 
system recovery costs

• Regulatory penalties
• Damaged reputation
• Lost patient trust
• Recovery takes 100+ days on 

average

Patients & Employees

• Identity theft — SSN, DOB, and 
address used to open 
fraudulent accounts

• Fraud affects families, friends, 
and coworkers

• Strained employee morale and 
burnout



How do malicious 

actors break into your 

systems?
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Phishing

Phishing is a cybercrime in which a target is contacted by email, 
phone, or text message by someone posing as a legitimate 
institution to lure individuals into providing sensitive data such as 
personally identifiable information, banking details, or passwords.

The information is then used to access important accounts and 
can result in identity theft and financial loss.

Attack Channels:

Email

Phone Call (Vishing)

Texting (SMiShing)

QR Code (Quishing)

85% of breaches start with phishing  (HHS)
MFA Fatigue (MFA Bombing)



Phishing Example: Suspicious Links 

Photo by Pexels

▪ Appears to be from well-
known Company like Amazon asking you 
to sign-in and urgently correct an 
issue with your account​

▪ Links point to a website pretending to 
be from the company’s legitimate site 
and asks to log in​

▪ TIP: DO NOT CLICK on any links in 
the email – If in doubt, directly log-in to 
your account by typing the company 
address directly into your web browser.

https://pexels.com/


Phishing Example: Cloud File Sharing

Photo by Pexels

▪ Contains a link to what appears to be 
a shared file on OneDrive, 
Google Docs, Dropbox or any other 
file sharing site

▪ Link points to a website pretending 
to be from a file sharing site 
and requests you to log in​

▪ TIP: DO NOT CLICK any links in the 
email instead login to your account 
and find the file shared by name –
Remember to verify sender’s identity

https://pexels.com/


Phishing Example: Fake Invoice

Photo by Pexels

▪ Contains an attachment presented as an 
unpaid invoice and claims service will be 
terminated if invoice is not paid in full

▪ Targets individuals (by pretending to be a 
retailer) or business (by impersonating a 
vendor or a supplier)​

▪ TIP: DO NOT DOWNLOAD 
THE ATTACHMENT. Contact 
the vendor/service directly using 
official contact information before 
submitting payment

https://pexels.com/


SMiShing

Photo by Pexels

https://pexels.com/


Can you identify the signs of a phishing email?

Photo by Pexels

https://pexels.com/


Identifying a phishing email

Photo by Pexels

https://pexels.com/
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New Phishing Tactics: MFA (Multi-Factor Authentication) Fatigue & QR Code Phishing

MFA Fatigue Attack  — "New Concept"

How it works:
Attacker triggers repeated MFA push notifications to 
your phone using stolen credentials. Victim taps 
Approve out of frustration to stop the notifications —
granting the attacker full access.

TIP:
NEVER APPROVE an MFA request you did not initiate. 
Deny all unexpected prompts and report to IT Security 
immediately.

QR Code Phishing ("Quishing")  — "New Concept"

How it works:
Attacker emails a QR code image — which bypasses 
standard email security filters because there's no 
suspicious link to scan. Scanning with your phone opens 
a fake login page outside corporate security controls.

TIP:
Do NOT scan QR codes in unexpected emails. Preview 
the URL first and verify with the sender through a 
separate channel.



HOW TO SPOT & STOP PHISHING

SPOT IT

1 Urgent or threatening language

2 Suspicious sender information

3 Out of the ordinary requests

4 Impersonal or generic greetings

5 Requests for personal information

STOP IT

Be cautious with links & attachments
Avoid clicking suspicious links or unknown attachments

Verify links before clicking
Hover to check for https and correct spelling

Keep software updated
Use up-to-date browsers and anti-phishing plug-ins

Never share personal info via email
Avoid providing personal information through email

Confirm requests directly
Contact the sender via a known, trusted method

Contact IT for verification
When uncertain, reach out to your IT department

6 Unusual formatting or suspicious layout 



Social Engineering Trends

Photo by Pexels

With Artificial Intelligence (AI), attackers 
can now create a digital twin of your face 
and voice and use them to say and do 
anything they want.

Three seconds of your Youtube, Facebook 
or Tiktok video is sufficient to clone 
likeness.

Social Engineering: Use of deception to manipulate well-
meaning individuals into divulging confidential information or that 
person’s personal information which may be used for fraudulent 
purposes.

https://pexels.com/


PROTECT 
YOURSELF 
AGAINST 
SOCIAL 
ENGINEERING

Don't perform any financial transactions, 
share passwords or personal information over the 
phone even if the voice sounds familiar.

Never provide any confidential information when a 
representative unexpectedly calls you by phone. Ask to 
hang up and call back using a known number to verify 
the caller is legitimate. 

If the caller insists that you stay on the call, this is a red 
flag. Hang up immediately and alert your IT/security 
department.

Minimize the amount of personal data on social media 
platforms. We often share our personal 
information indirectly on social media. However, 
malicious actors can use this information to conduct 
Brute Force attacks.
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Protecting Your Passwords

According to HHS, 85% of cyber criminals accessed critical systems using stolen credentials

Convert a phrase to a strong password "For the first time in forever" → 4da1stTymein4eva  (Frozen)

Change default passwords On routers, printers, and medical devices — defaults are publicly known

Avoid reusing the same password across 
accounts

One breach exposes every account with the same password

Use a password manager
Bitwarden (free), Keeper, or 1Password — generates and stores unique 
passwords

Enable MFA on every account
A second factor blocks 99% of automated attacks even with a stolen 
password



ilovecats

14A&A41

iloveKatzs123

!cedTisgr84$umm3R

a)

b)

c)

d)

Two of the following 

passwords are 

considered strong 

passwords. 

Which two are 

they? 
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How To Protect Your 

Practice From Cyber 

Threats
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Primary Purpose of HIPAA Regulations

The main objective of HIPAA is to uphold and protect the data integrity of Protected Health Information (PHI). It 
includes three rules:

HIPAA Privacy Rule

Creates standards for the privacy of PHI

• Applies to covered entities: 
providers, health plans, 
clearinghouses, and business 
associates

• PHI may only be used or 
disclosed as the Rule permits or 
with written patient 
authorization

• Requires a Notice of Privacy 
Practices (NPP) for patients

• Fosters trust and protects PHI 
from loss, theft, or misuse

HIPAA Security Rule

Standardizes handling of electronic PHI 
(ePHI)

• Requires administrative, 
physical, and technical 
safeguards

• Mandates regular risk 
assessments and staff training

• Covers every device that stores, 
accesses, or transmits ePHI —
not just EHRs

• Applies to cloud-connected 
devices and medical IoT

Breach Notification Rule

Sets notification requirements after a 
breach

• Notify affected patients within 
60 days of discovery

• Report to HHS Secretary via 
official breach form

• If 500+ records involved: notify 
local media as well

• Document: what PHI was 
involved, who accessed it, 
mitigation steps taken
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HIPAA Privacy Rule: Safeguard Requirements

Use and Disclosure —
A covered entity may not use or disclose PHI, except: (1) as the Privacy Rule permits or requires, or (2) as the individual 
who is the subject of the information authorizes in writing.

Get Authorization —
Get written permission from the patient to use redacted ePHI for research, fundraising, or marketing.

Notice of Privacy Practices (NPP) —
An NPP is required to officially inform patients and subscribers of data-sharing policies.

Let's Discuss!  Can you email patients? If so, what policies does your organization have in place when 
communicating with patients via email?



Communicating with Patients via Email

Photo by Pexels

Can you email patients?
• The HIPAA Privacy Rule allows covered health care providers to communicate via email provided 

there are safeguards in place:
o HIPAA Standard 164.312(d) requires providers to implement procedures to verify that persons or 

entities seeking access to ePHI are who they claim to be
o HIPAA Standard 164.306(b) requires providers to implement reasonable and appropriate security 

measures

Should you email patients? It depends….
• Some organizations explicitly consent patients to acknowledge or opt out of email communications
• EHR patient portals offer secure messaging communications
• Regular emails are not encrypted and is not secure, sometimes households share email addresses
• If a patient emails you first, you can assume that email is acceptable
• Share only appropriate information via email

https://pexels.com/
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HIPAA Security Rule: Administrative Safeguards

Risk Management
A Security Risk Assessment is required and must be reassessed at regular intervals. A 
sanctions policy must be in place for non-compliance.

Comprehensive Policies & 
Procedures

Develop and consistently update cybersecurity policies aligned with best practices. These 
serve as the foundation for consistent information security.

Train Your Staff
Train employees on all ePHI access protocols and how to recognize phishing, hacking, 
social engineering, and AI-enabled threats. Keep training records.

Incident Response Readiness
Develop a robust IR plan detailing procedures for a security incident. Conduct regular 
drills — including AI threat scenarios (ransomware, deepfake).

Build Contingencies
Maintain ongoing business continuity with a preparation process that keeps data safe —
including tested backup and disaster recovery plans.
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HIPAA Security Rule: Technical Safeguards

Network Encryption

Encrypt any ePHI transmitted over external networks per 
NIST cryptographic standards. Includes device telemetry 
from cloud-connected medical devices.

Encrypt Devices

All endpoint devices — including mobile phones, laptops, 
and tablets — must be able to encrypt and decrypt data.

Authenticate ePHI

Identify and authenticate ePHI; protect it from 
unauthorized changes and accidental destruction.

Control Access

Each user must have a centrally-controlled unique 
username and PIN. Never share logins — shared credentials 
make auditing impossible.

Control Activity Audits

Detailed logging is required to track all ePHI access 
attempts and monitor how ePHI is manipulated. Especially 
critical for AI tools that access patient data.

Enable Automatic Logoff

Users must be logged out after 30 seconds to 3 minutes of 
inactivity depending on the application. Applies to all 
clinical workstations.



‹21›

HIPAA Security Rule: Physical Safeguards

Control Facility Access
Track specific individuals who have physical access to data storage — engineers, repair 
people, and custodians. Take reasonable steps to block unauthorized entry.

Manage Workstations
Define which workstations can access health data. Specify how screens should be 
guarded from viewing at a distance. Use privacy screens in open areas.

Protect Mobile Devices
Implement a mobile device policy. Remove all data before a device is circulated to 
another user. Include medical devices and tablets.

Track Servers & Infrastructure
Maintain a complete inventory of all infrastructure with location information. Copy all 
data completely before moving servers.
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ONC: Security Risk Assessment Tool (SRA)

HIPAA § 164.308(a)(1): A covered entity must "conduct an accurate and thorough assessment of the potential risks and 
vulnerabilities to the confidentiality, integrity, and availability of ePHI held by the organization"

What to include in your SRA:

• ALL electronic devices that store, capture, or access 

ePHI — including EHR hardware/software, tablets, mobile 

phones, copiers, and printers

• Third-party vendor access — business associates must 

also comply; reviewing their security posture is your 

obligation

• Cloud-connected medical devices and any AI tools that 

process patient data

Free tool available:

• ONC/HHS Security Risk Assessment (SRA) Tool — free, 

wizard-based, designed for small and medium practices

• Available at: healthit.gov/topic/privacy-security-and-

hipaa/security-risk-assessment-tool



My security risk assessment only needs to look at my EHR.

False! Review all electronic devices that store, capture, or modify electronic protected 
health information. Include your EHR hardware and software and devices that can access 
your EHR data (e.g., your tablet computer, your practice manager’s mobile phone). 
Remember that copiers also store data. 



I have to outsource the security risk analysis assessment.

False! It is possible for small practices to do risk analysis themselves using self-help tools. 
However, doing a thorough and professional risk analysis that will stand up to a 
compliance review will require expert knowledge that could be obtained through services 
of an experienced outside professional.



What to do to minimize 

the impact of a breach
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3 Phases of Backup and Recovery

Backup and recovery plans help maintain HIPAA compliance and minimize the impact of a data breach.

1  Assess

• Map all data: EHR, billing, 
scheduling, and clinical records

• Where is data stored? How 
much? How fast is it growing?

• Who is impacted if unavailable? 
How long can you manage?

• What can you afford to lose? 
What is your recovery window?

2  Implement

• Weekly full backup + nightly 
differential backups (minimum)

• All backups encrypted and 
stored securely — use 3-2-1 
rule: 3 copies, 2 media, 1 
offsite/offline

• Document: Incident Response 
Plan, Disaster Recovery Plan, 
Business Continuity Plan

3  Review

• Quarterly: restore test files to 
verify backup integrity

• Annually: revisit all policies and 
procedures for relevance

• If cloud/SaaS EHR: ask vendor 
for their backup SLA, RTO 
(recovery time), and RPO 
(recovery point) in writing
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Your Cybersecurity Toolkit

Risk Assessment

• ONC Security Risk Assessment Tool 
(free — healthit.gov)

• Posture (commercial SRA tool and 
advisory services)

Cyber Safety Trainings/Resources

• Cyber Safety Knowledge on 
Demand

• Cyber Safety Resource Library

Breach & Response

• HHS Breach Notification 
submission portal

Password Managers

• Keeper Security
• Bitwarden (free trial available)
• 1Password

https://healthit.gov/privacy-security/security-risk-assessment-tool/
https://healthit.gov/privacy-security/security-risk-assessment-tool/
https://healthit.gov/privacy-security/security-risk-assessment-tool/
https://healthit.gov/privacy-security/security-risk-assessment-tool/
https://healthit.gov/privacy-security/security-risk-assessment-tool/
https://www.postured.io/
https://www.postured.io/
https://www.postured.io/
https://405d.hhs.gov/knowledgeondemand
https://405d.hhs.gov/knowledgeondemand
https://405d.hhs.gov/knowledgeondemand
https://405d.hhs.gov/resources
https://405d.hhs.gov/resources
https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
https://www.hhs.gov/hipaa/for-professionals/breach-notification/breach-reporting/index.html
https://www.keepersecurity.com/get-keeper.html
https://www.keepersecurity.com/get-keeper.html
https://bitwarden.com/
https://bitwarden.com/
https://1password.com/
https://1password.com/


Questions?

39



Upcoming CRISP DC HIE Tool Webinars
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Webinars Date/Time

Provider Directory Wednesday, June 10th
12:00PM-1:00PM

Image Exchange Tuesday, June 16th
12:00PM-1:00PM

Panel Processor Thursday, June 18th
12:00PM-1:00PM

HIE Admin Thursday, June 25th
12:00PM-1:00PM

https://events.teams.microsoft.com/event/6cbda6cf-3a2d-4037-83aa-15f2c126b365@090de1e8-dcda-4337-8f7a-5366b16caa92
https://events.teams.microsoft.com/event/c93170a9-593f-4f49-9fef-cfaaca7ac979@090de1e8-dcda-4337-8f7a-5366b16caa92
https://events.teams.microsoft.com/event/3e88cf20-3738-4003-b837-632c38451d9f@090de1e8-dcda-4337-8f7a-5366b16caa92
https://events.teams.microsoft.com/event/b4d53339-af9f-42a6-9c06-f8a03b64a08c@090de1e8-dcda-4337-8f7a-5366b16caa92


Thank you!

41
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